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Abstract

Emerging nonvolatile memory (NVM) devices are not
limited to build nonvolatile memory macros. They can
also be used in developing nonvolatile logics (nvLogics)
for nonvolatile processors, security circuits for the
internet of things (IoT), and computing-in-memory (CIM)
for artificial intelligence (AI) chips. This paper explores
the challenges in circuit designs of emerging memory
devices for application in nonvolatile logics, security
circuits, and CIM for deep neural networks (DNN).
Several silicon-verified examples of these circuits are
reviewed in this paper.

1. Introduction
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Fig.1 Conventional processor structures involving CPU,
SRAM, and (a) on or (b) off-chip NVM macro

Figure 1 illustrates typical processor structures using
on- or off-chip NVM macro [1-5]. Considerable time and
energy are consumed in the serial movement of data
between CPU, SRAM, and NVM and writing data to
NVM during power-off operation. Emerging NVM
devices can act as key enablers in the development of
innovative  circuits and advanced  computing
architectures aimed at improving the performance and
energy-efficiency of such systems.

In the following sections, we briefly review the
current status of emerging NVM devices and explore the
promises and challenges in the further development of
emerging NVM-based circuits for nvLogics and
nonvolatile processors, security circuitry, and CIM for
DNN computing and Al chips.

2. Recent Emerging Memory

Figure 2 illustrates recent emerging NVM
technologies, including resistive RAM (ReRAM, RRAM,

978-1-5090-6625-4/17/$31.00 ©2017 IEEE

Memristor) [6]-[17], phase-change memory (PCM)
[18]-[23], and spin-transfer-torque magnetic RAM
(STT-MRAM) [24]-[28], all of which incur write voltage
and write time lower than that of Flash memory. These
benefits make emerging NVM devices particularly
attractive for energy-efficiency systems.
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Fig. 2 Write voltages and write times of emerging NVM
devices and Flash memory (2010 —2017)

Figure 3 presents the R-ratio (i.e.,, the
resistance-ratio between high and low resistive states),
of emerging NVMs. There has not been a notable
increase in R-ratio in recent years, due mainly to the
need to reduce the operational power. This has
necessitated the development of memory peripheral
circuits with tolerance for the small R-ratio.
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Fig. 3 Comparison of R-ratio values in recent NVMs
(2010 -2017)
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3. nvLogics and Nonvolatile Processors

3.1 nvLogics: Concept and Application

nvLogics rely on emerging memory-based devices,
such as nonvolatile SRAM (nvSRAM) [30-36],
nonvolatile flip-flops (nvFF) [37-41], and nonvolatile
TCAM (nvTCAM) [42-46]. Figure4 compares
system-on-chip (SoC) processors based on embedded
NVM and nvLogics. The TCAM circuits can be used as
filters for the removal of redundant data transmission in
the ToT application [42-46]. In a conventional system, all
of the critical data must be serially moved from the logic
circuits (e.g., flip-flops, SRAM, and TCAM) to NVM
(eFlash) for power-off, or reversely for power-on.

____________________ i
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Fig. 4 Energy-efficient systems based on (a) embedded
NVM and (b) nvLogics

In contrast, the nvLogics based system is able to store
or restore its critical data with the assistance of local
NVM devices during power switching. The latency and
energy required by the system to power-down and
wake-up can be effectively reduced because (1) the data
are moved in a parallel and distributed manner, and (2)
emerging NVMs have low operational power and fast
access time. Hence nvLogics can enable energy-efficient
systems under frequent power-off conditions (Fig. 5).
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Fig.5 Schematic illustration showing power vs. time
relationship of various power-saving schemes based on
(a) low stand-by voltage, (b) embedded NVM macros,
and (c) nvLogics.
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3.2 Examples of nvLogics (nvSRAM and nvTCAM)
nvLogics components can be fabricated by integrating
emerging NVM devices with CMOS devices by
back-end-of-line (BEOL) processes. Figure 6 presents
examples of recent silicon-verified nonvolatile
nvSRAM cells [30-36]. nvSRAM can be operated in
the normal SRAM mode as well as the store/restore
mode by utilizing the NVM cells at storage nodes
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Fig. 6 Recent silicon-verified nvSRAM cells
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Figure 7 presents several silicon-verified nvICAMs
[42-46]. The signature pattern can be pre-stored by
appropriately biasing local NVM devices during write
operations. The search signal is input by search-data
lines (DL and DLB) and the output is read from the
machine line (ML) during search operations.
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Fig. 7. Recent silicon-verified nvTCAM cells

3.3. Challenges in Circuit Design nvLogics

In nvSRAM and nvFF, the small R-ratio of emerging
NVM cells results in only small differences between the
signals at Q and QB nodes during restore operations,
which leaves the system susceptible to restore errors.
Furthermore, the common practice of using the
maximum write time for store operations (to ensure the
proper operation of even the slowest cells) can further
degrade the reliability of the system [29,41]. In
nvTCAM, the small R-ratio of NVM cells results in
small ML current-ratio between ML mismatch current
and ML leakage current, thereby limiting the word
length of the TCAM. ML leakage current and ML
parasitic load are also major concerns.

4. Emerging memory-based Security Circuits

4.1 Concepts of emerging memory in security circuits
Figure 8 illustrates the concept of physical unclonable
function (PUF)-based network security schemes and a
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brief authentication flow. The security level of PUF
depends on the number of unique challenge-response
pairs (CPRs) that could be generated. Conventional
PUFs exploit random variations in the CMOS process.
Emerging NVMs have recently been shown to enhance
the randomness of PUFs due to intrinsic variations in
their resistive switching processes [47-49].

. |
| Terminal generates private
|_and public keys by PUF _ |

I TRNG ﬂ

Rl PUF [ Terminal sends the public |

key to the sever

R 1 [ sever generates challenge
Public key { (Random number) and

¥ sends it to terminal
Compare i~ ' =X
- Terminal encrypts the
Challenge challenge by private key
l {and return, responses |
O\ K

(@)

Response
S

¢=':“\3\[’rwate key

Several decrypts the
response by public key
\ and compare

Fig.8 PUF-based network security scheme and brief
authentication flow

4.1 Challenges for emerging memory-based PUF

Because of the high cell resistances and the minor
differences in the resistance, the sensing circuits for
emerging NVM-based PUFs suffer from small sensing
margin and long access time. Therefore, the development
of high-resolution sense amplifiers (SAs) with small
offset remains a challenge. Finally, the reliability of
NVM PUFs depends on keeping the outputs stable after
read-out stress or under fluctuating environmental
conditions, such as variations in the temperature or
voltage supply.

5. Emerging Memory-based CIM for DNN and Al
Chips

5.1 Concepts of emerging memory-based CIM
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Fig. 9 (a) Simplified NN model and (b) the RRAM array
structure for CIM

Many recent studies have employed emerging NVM
(memristors)-based circuits for DNN and AI Chips
[50-60]. Figure 9 illustrates a simplified model of neural
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network (NN) computing and its circuit implantation
based on RRAM array structure for CIM. Weight
information can be stored and trained in the memory
array by writing the cell. The matrix-vector
multiplication (MVM) operation can then be executed
directly within the memory array, as the output signals of
the array are weighted sums of the input signals. This
approach to CIM accelerates NN computing without
requiring the serial movement of data between NVM and
digital circuits. Combining multiple memory arrays also
makes this approach directly applicable to DNN. The
memory array structure for CIM can be realized using
either cross-bar or ITIR configuration [60-63].

5.2 Challenges for Emerging Memory-based CIM

NVM-based CIM introduces challenges beyond the
typical problems of NVM outlined above: (1) high
performance NVM devices with well-controlled multiple
resistive states and low-power operations are still
expected; (2) There is a possibility of large sneak current
during MVM operations; and (3) The analog nature of
CIM processes necessitates the optimization of
NVM/CPU interfaces to boost system performance
[64-66].

Summary

Due to their low operating voltages, fast access speeds,
and compatibility with CMOS devices, emerging NVM
devices have enabled many innovative circuits for
advanced system architectures and computing model.
These circuits have opened the door to further
improvements in the energy-efficiency and computing
capacity of existing systems used in low-power
computing, IoT security, neuromorphic computing and
Al Nonetheless, the design of these circuits imposes a
number of challenges associated with the characteristics
of NVM devices, such as their small R-ratio and
considerable variations on cell behaviors. Novel circuit
designs are expected to further achieve high yields,
reduce area overhead, and suppress power consumption.
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